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EasyGuide Privacy-First Data Flow Summary

A plain-English overview for museums, local authorities, procurement and IT teams

Visitor insight without mandatory visitor identification. EasyGuide helps venues understand how digital interpretation is used
while minimising the personal information needed to deliver the experience.

HOW DATA FLOWS
1. VISITOR DEVICE 2. EASYGUIDE PWA 3. EU CLOUD PLATFORM 4. REPORTING
Opens the guide by QR code > Records configured usage > EasyGuide is hosted on > Aggregated dashboards and
or link. No account is required against a pseudonymous Google Cloud servers in the optional third-party integrations
for the standard experience. browser identifier. European Union. support venue decision-making.

Optional integrations only receive the information required for the agreed configuration.

ANONYMOUS / AGGREGATED ANALYTICS VS IDENTIFIABLE VISITOR DATA

VISITOR UNDERSTANDING VISITOR IDENTIFICATION
Useful insight can be reported without asking who the visitor is: Identification begins only where the venue deliberately collects
e which languages are chosen; or connects personal information, for example:
e which objects or pages attract the most engagement; e name, email address or account details;
e route completion where beacon tracking is configured; e responses that identify a particular person;
e patterns such as shorter or longer journeys by time of day. o ticketing, CRM or marketing data linked to guide activity;
Note: because a returning browser can be recognised, underlying e profiling or targeted follow-up based on an identified individual.
visit data is pseudonymous; client-facing reports can still be These uses require their own purpose, transparency, lawful basis
aggregated. and consent where applicable.

KEY PRINCIPLE: Useful visitor analytics do not have to begin with identifying the visitor. This distinction is increasingly important as interpretation
connects with ticketing, CRM, Wi-Fi, email and marketing platforms.

PRIVACY-BY-DESIGN IN PRACTICE

QUESTION MINIMUM DATA REQUIRED

e Which language is most used? o Aggregated language-selection totals.

e Which stop performs best? e Aggregated content interactions.

e Who should receive a marketing email? e |dentifiable data + an explicit, appropriate marketing workflow.

Start with the question, then collect only the data needed to answer it.

CORE DATA PROFILE

DATA COLLECTED NOT COLLECTED BY DEFAULT

e Pseudonymous browser/device identifier that can recognise a e No mandatory visitor account, name or email address.
returning browser. e No visitor IP addresses stored in EasyGuide's own analytics

e Language selected; pages, screens, works or stops opened. system.

e Engagement information, including time spent and scrolling. e No continuous or precise location tracking.

e Beacon detections and route progression only where beacons are e No automatic transfer of guide activity into direct-marketing lists.
installed onsite. e No real-world identity unless the client deliberately enables a

e Optional audience-profile or survey responses selected by the form, survey or linked integration.
client.
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Procurement, Data Controls & Responsibilities

Google Analytics, surveys, marketing connections and other third-party tools are optional or configuration

dependent. Their cookies, legal basis, retention and data-sharing terms must be reflected in the venue's deployment-specific privacy
information.

What a buyer should be able to understand before deployment

BROWSER STORAGE AND RETENTION OPTIONAL INTEGRATIONS

e Browser storage supports app operation and returning-browser e Google Analytics and reporting tools such as Microsoft Power BI.
recognition. e Ticketing platforms, including QR-code or access-code delivery.

o Clearing the site's cookies or stored browser data resets that e Tessitura, Mailchimp, Office 365, surveys and other systems
recognition. through APls.

e Google Analytics may use additional cookies or storage where it is e The purpose, fields transferred, security and retention must be
enabled. agreed for each integration.

e Server-side analytics, Google Analytics, logs and backup
retention should be confirmed and documented for each
deployment.

CLIENT AND PROJECT RESPONSIBILITIES

THE MUSEUM OR VENUE THE IMPLEMENTATION TEAM
e Chooses the lawful basis, optional analytics, surveys and e Defines the data fields, flow, security and retention for the agreed
integrations. configuration.
e Updates its privacy and cookie information and obtains consent e Records controller, processor and sub processor roles in the
where required. contract or data-processing agreement.
e Controls authorised CMS users and handles visitor rights or e Tests integrations before launch and limits sharing to the agreed
complaints. purpose.

PROCUREMENT REVIEW: WHAT A BUYER SHOULD BE ABLE TO SEE

Personal data collected A pseudonymous browser/device identifier can recognise a returning browser.
Optional survey responses or linked integrations may become personal data if they
identify, or are linked to, an individual.

Personal data not collected No mandatory name, email address or visitor account. EasyGuide does not store
visitor IP addresses in its own analytics system and does not continuously track
precise location.

Optional CRM / ticketing integrations APIs can connect ticketing, CRM, email, survey and reporting systems. The client
chooses whether these are enabled and what data is exchanged.

Where identifiable data enters At the point the venue asks for personal details or deliberately links pseudonymous
guide activity to an identified customer, ticketholder or marketing record.

Aggregated analytics Reporting can summarise language choice, content views, engagement, route
completion where beacons are used, and broader visit patterns without showing
the identity of individual visitors.

Data retention Browser recognition continues until the relevant site data is cleared. Retention for
server-side analytics, Google Analytics, logs, backups and integrated systems is
deployment-specific and should be documented for the client.

Supplier responsibilities EU platform hosting; clear data fields and flows; secure CMS and integrations;
documented controller/processor/sub processor roles; tested integrations;
purpose-limited sharing; and deployment-specific retention/privacy information.

SUPPLIER / DATA-RISK QUESTIONS

e Which optional analytics and integrations will be enabled?

e What personal or pseudonymous data will move to each third party?

e At what point, if any, does identifiable visitor data enter the flow?

e \What are the retention and deletion periods for each data type?

e Are access, controller/processor/sub processor roles, EU hosting and any profiling or marketing use clearly documented?
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